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risk-sensitive reinforcement learning on partially observable
Markov decision processes
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ABSTRACT. This work introduces a method for identifying high-risk loss-of-control episodes in digital settings by
combining risk-sensitive reinforcement learning with decision-making under partial observability. We motivate the
need to reason with incomplete and noisy information — typical of real-world deployments and, in particular, of
monitoring user behaviour during critical states. The agent-environment interaction is modelled within the partially
observable Markov decision process formalism, which maintains a belief (probabilistic posterior) over latent states
given histories of actions and observations. Behaviour is analysed at the trajectory level, and tail risk is quantified
via the Conditional Value at Risk (CVaR), enabling the assessment of expected losses in worst-case regimes rather
than average-case performance. To ensure transparency and foster trust, we integrate explainable AI (XAI) techniques
that reveal the factors driving risk estimates and action choices. The resulting pipeline provides a principled basis for
adaptive detection of critical states and for early-warning interventions in complex digital environments, supporting
reliable and accountable decision support.
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1. INTRODUCTION

In rapidly evolving sociotechnical systems, where signals are noisy, structure is complex,
and uncertainty is pervasive, there is a growing need to identify hazardous or critical modes
in a timely manner. Central to this agenda is the notion of loss of control: episodes in which
a human operator or an automated system deviates from intended behavior under incomplete
knowledge of the true environmental state. Such episodes can precipitate severe outcomes
- ranging from user dependencies and anomalous activity to security-policy violations and
high-stakes decision errors.

Models that presuppose full state observability — e.g., classical Markov Decision Processes
(MDPs) — are ill-suited to these settings, which are inherently stochastic and only partially
observed. A more faithful representation is provided by the Partially Observable Markov De-
cision Process (POMDP), which maintains a probabilistic belief over latent states updated from
the history of actions and observations, thereby offering a principled mechanism for operating
under deep uncertainty.
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A further challenge is explicit treatment of downside risk in atypical or adversarial regimes.
Risk-sensitive criteria such as Conditional Value at Risk (CVaR) quantify losses in the distri-
butional tail and, unlike expectation-centric objectives, emphasize the magnitude of adverse
outcomes. This focus supports the synthesis of robust, risk-aware policies.

Coupling reinforcement learning with the POMDP formalism yields an adaptive toolkit:
the agent incrementally incorporates new evidence, updates its policy from experience, and
responds to environmental drift in real time. To promote trust and transparency, explainable
Al (XAI) techniques can be used to interpret internal decision pathways and improve model
interpretability.

Against this backdrop, the present work introduces a risk-sensitive framework for detecting
loss-of-control episodes that integrates POMDP modelling, CVaR-based objectives, and rein-
forcement learning. The resulting approach enables early warning and identification of critical
situations under partial observability and high uncertainty.

2. ILLUSTRATIVE SCENARIOS OF CONTROL LOSS

To illustrate the practical scope of the approach, we outline scenarios in which an individual
undergoes a transient loss of control — understood here as a behavioral episode that yields di-
rect or indirect adverse outcomes and is later recognized by the individual or their environment
as erroneous.

First, consider social-media use. Users may impulsively post messages or comments that are
subsequently judged inappropriate or reputation-damaging. Beyond basic content filters, or-
ganizations could adopt configurable, policy-aware pre-publication checks —such as a browser
extension — that warn when draft content conflicts with internal guidelines. This is especially
pertinent for official or corporate accounts.

A second setting is online gambling. During affective or impulsive states, users may assume
excessive risk, with substantial financial consequences. As regulation increasingly mandates
responsible-gambling safeguards, a natural extension is to integrate predictive modules that
detect early indicators of risk-seeking behavior and trigger proportionate interventions (e.g.,
recommending a break or notifying a pre-designated contact). Selective application to vulner-
able cohorts can align user protection with legal and ethical expectations.

A third scenario pertains to software deployment in CI/CD pipelines. Under deadline pres-
sure, engineers may bypass tests or override safeguards, pushing misconfigured builds to pro-
duction with downstream organizational impact. Predictive modules can monitor contextual
and behavioral indicators (e.g., recent failure history, code churn, out-of-hours commits) and
trigger proportionate interventions — requesting peer approval, recommending a canary roll-
out, or deferring deployment to a lower-risk window. These mechanisms operationalize loss-
of-control detection in high-stakes technical workflows and align with existing DevOps gover-
nance.

These examples ground the abstract notion of control loss in concrete contexts and motivate
the value of the proposed modelling framework.

3. THE AGENT AS A MARKOV DECISION PROCESS

The Markov Decision Process (MDP) [2, 9, 15] is adopted as the primary abstraction for
agent-environment interaction because it offers a mathematically tractable way to model tasks
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in which actions drive stochastic state transitions and immediate outcomes in a dynamic set-
ting. In effect, the MDP encodes sequential decision-making and the causal dependencies be-
tween states, actions, and rewards. Formally, an MDP is a tuple

M = <S,A,T,T,’Y>,

where 7(s|s, a) is the transition kernel, r(s,a) € R is the one-step reward, and v € [0, 1] is the
discount. For any policy 7(a|s), the value functions satisfy the Bellman relations:

V”(s)zz (als) |7(s,a —&—’yz s'|s,a)V™(s")| ,Q™(s,a) =1(s,a —i—’yz s'|s,a Zﬂ'(a’|s’)Q”(:

a a’

Moreover, the MDP formalism underpms modern Reinforcement Learrung (RL) algorithms
and theory [18, 19, 20].

A standard MDP presumes full observability: at each time ¢, the agent observes the true state
st prior to choosing a;. In problems concerned with detecting moments of loss of control, this
assumption is rarely justified. The monitoring system does not access latent internal conditions
(e.g., cognitive or emotional states) and instead receives only indirect, noisy signals. Let z;
denote the observed proxy vector (e.g., reaction time, message or bet size, click frequency,
keystroke error rate); decisions must then be made under partial observability.

To explicitly encode uncertainty about the hidden state, we model the problem as a partially
observable MDP (POMDP) [11, 13, 17, 18]. The agent maintains a belief state b;, a probability
distribution over latent states representing its posterior information after past actions and ob-
servations [4, 16]. Given action a; and new observation 2,1, the belief is updated by the Bayes
filter:

(3.1) bir1(s') = oz, ar) ZT(SI|S, ap)be(s),
ses

with

(3.2) nt= Zo(zt+1\s',at) ZT(S'|s,at)bt(5).

Planning then proceeds over beliefs, enabling policies that act because of uncertainty rather
than in spite of it; empirical performance typically improves in realistic, noisy environments.

From a formal perspective, passing to the belief space B = A(S) converts the partially
observable control problem into a fully observable (generally continuous) belief-MDP. The
one-step belief reward and the (stochastic) belief transition induced by the Bayes operator ®
are

(3.3) R(b,a) =Y b(s)R(s,a), b =o(b,a,z),

so that the optimal value function solves
(34) V*(b) = Ifzﬂea.i{ {R(ba a) + 'Y]EZNp(-\b,a) [V*(‘I)(b, a, Z))]} )

with p(z]b,a) = > o(z]s',a) >, 7(s'|s, a)b(s).
A POMDP can be specified by the tuple

3.5) P=(SA,ZT,0,r1,7),

S —latent state space (true configurations are not directly observable);
A — action space (available controls at each step);
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Z — observation space (noisy signals emitted by the system);

7(s'|s, a) — state transition kernel;

o(z|s’, a) — observation kernel (likelihood of = after arriving in s’ via a);
r(s,a) € R —immediate reward.

Intuitively, 7 captures uncertainty in the underlying dynamics, o connects latent states to
observable evidence, and r quantifies instantaneous utility. Decisions are then computed over
beliefs b € B, leveraging the updates above to integrate new information and act optimally
under partial information.

The formalism of a partially observable Markov decision process offers a versatile frame-
work for modelling decision-making under uncertainty. To situate its potential, it is helpful
to consider uses in neighbouring domains. A broad survey of applications is provided in [3],
although the particular use case studied here is not treated explicitly. Structurally closest ana-
logues arise in behavioural ecology (scientific domain), in medical diagnostics (social domain)
and in corporate policy (business domain).

In behavioural ecology, a common premise is that an organism behaves (approximately) op-
timally with respect to an internal representation of its environment. The analyst posits candi-
date states, actions, observations, and rewards thought to be salient for the organism, derives
an optimal strategy from this specification, and compares it with observed behaviour. Mis-
matches motivate alternative hypotheses and iterative refinement of the model, progressively
deepening our understanding of behaviour—environment interactions.

Our focus differs: rather than incrementally perfecting the latent model, we seek to detect
marked departures from the putative optimal strategy. Such departures are interpreted as in-
dicators of a loss of self-control in the individual under observation.

In medical diagnostics, despite substantial advances, practice still hinges on expert judge-
ment and remains error-prone. The core difficulty is that the patient’s internal state is only
partially observable. The clinician must choose among actions-laboratory tests, medication,
surgery, physical therapy-each carrying costs and risks, yet providing only partial informa-
tion about the underlying condition. Consequently, one must balance observational accuracy
against financial or medical burden.

In a context relevant to our work, where gambling addiction is formally recognised as a dis-
order [21, 22], the model’s agent can be cast as a virtual “physician” tasked with inferring loss
of control from limited, indirect observations. The objective is not merely to explain behaviour
post hoc, but to identify early signals of deterioration in a principled, uncertainty-aware man-
ner.

In corporate governance, a strand of POMDP-based work treats organizational control prob-
lems - internal audits, accounting, and policy enforcement — as sequential decision making
under partial observability [3]. The key premise is system-level: while individual agents (em-
ployees) perceive only fragments, an internal model can aggregate telemetry from across the
enterprise to infer latent organizational states more reliably than any single decision-maker.
This separation between human-limited views and a model’s integrated perspective motivates
the use of belief-state monitoring for stability and compliance at scale.

Our setting instantiates this perspective in software delivery pipelines. Deployment readi-
ness is only indirectly observable through proxies such as test coverage, recent failure history,
code churn, review latency, or out-of-hours activity; actions (e.g., triggering additional tests,
requesting peer approval, switching to a canary rollout, or deferring release) trade informa-
tion gain and risk reduction against cost and delay. Modeling the pipeline as a POMDP allows
principled balancing of these trade-offs, and provides a mechanism for detecting loss-of-control
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episodes under deadline pressure — when safeguards are bypassed or misconfigurations prop-
agate — by elevating intervention intensity as the belief shifts toward hazardous latent states.

4. REINFORCEMENT LEARNING AS A TOOL FOR DETECTING CONTROL LOSS RISK

The central premise of applying reinforcement learning to behavioral modelling is to spec-
ify an agent that acquires an optimal policy by interacting with its environment. Formally,
this interaction is represented as a sequence of states, actions, and rewards, consistent with
the structure of a Markov Decision Process (MDP) or, under partial observability, its POMDP
extension.

The goal of the agent is to find a policy 7(als) that maximizes the expected cumulative
reward:

(4.6) ™ = argmax E

oo
> ' R(st, at)h] :
t=0
where 7 € [0, 1] is the discount factor that governs the relative weight of future returns.

In behavioral analytics, attention shifts from isolated actions or momentary states to the
evaluation of the complete behavioral trajectory:

(47) T:(SOaGOur(hslvalvrla~'~aST)1

which aggregates the downstream effects of the agent’s decisions. This trajectory-level view
reveals persistent action patterns that can culminate in adverse outcomes. Rather than flag-
ging single “risky” moves, the analysis considers how conditions accumulate over time and
gradually elevate the likelihood of control loss.

Within this perspective, it is natural to specify a subset of critical states s..;+ C S in which
the probability of loss of control (e.g., progression to anomalous or addictive behavior) rises
markedly. Behavior is then interpreted not merely as a reaction to the present state but as the
cumulative consequence of prior choices. Consequently, a risk-detection mechanism should
avoid judging the current action in isolation and instead condition its assessment on the full
historical context encoded in 7.

To assess risk in dynamic or stochastic decision-making, we employ a trajectory-level risk-
sensitive criterion. This perspective goes beyond average performance to capture the proba-
bility mass of rare but consequential failures, thereby measuring the system’s vulnerability to
adverse, off-nominal conditions that fall outside typical expectations.

Within this setting, the Conditional Value at Risk (CVaR) [14, 23] at confidence level «, de-
noted CVaR,, is appropriate. CVaR is the expected loss conditional on exceeding a quantile
threshold defined by the Value at Risk (VaR) [5, 10, 12]. Equivalently, CVaR, computes the
mean loss over the worst 100 - (1 — a))% of outcomes — the tail of the loss distribution:

(4.8) CVaR, =E[L|L > VaR,],

where L is a loss-valued random variable. In reinforcement learning, L can be instantiated as
the cumulative negative reward incurred along a trajectory, interpreting negative reward as a
penalty for unsafe or undesirable behavior that degrades policy performance [18].

Unlike VaR — which merely identifies the a-quantile loss not to be exceeded with probabil-
ity o — CVaR quantifies tail severity, i.e., the expected magnitude of loss once the system has
entered worst-case regimes.

While we adopt CVaR, as the primary risk functional due to its coherence, tail sensi-
tivity, and convexity — properties that facilitate stable optimization under partial observabil-
ity — it is not the only admissible choice. Alternatives such as entropic (exponential-utility)



20 Oleksandr Chaban and Volodymyr Hladun

risk, mean-variance criteria, and distributional /quantile losses may be preferable in domain-
specific deployments. Our pipeline is risk-functional agnostic: C'VaR, can be replaced by
other coherent or utility-based measures without modifying the overall design.

For reinforcement learning or trajectory-level analysis, this specialization takes the form

T
(4.9) CVaR, (— Zn) :
t=0

where r; denotes the immediate reward at time ¢ and the sum spans the entire trajectory. The
leading minus sign enforces the standard loss-as-negative-reward convention used in risk-
sensitive optimization. Hence, the metric captures the average loss among trajectories with
the lowest (worst) cumulative returns.

We define a trajectory-level risk estimator as

(4.10) R(r) : 17— [0,1],

using data from offline reinforcement learning (offline RL) [7, 8], is trained to discriminate
between trajectories that are safe and those that are risky. This enables early warning of poten-
tially hazardous behavioral patterns and supports risk-aware sorting of trajectories, with an
emphasis on highlighting critical states.

Because offline RL relies on a fixed logged dataset, the risk estimator is vulnerable to dis-
tributional shift between training data and deployment, which can degrade reliability. In this
study we restrict interpretation to in-distribution regimes (i.e., behaviour supported by the
logged data) and note that out-of-support trajectories require additional safeguards and vali-
dation in real-world evaluations.

By computing risk-sensitive metrics at the trajectory level and selecting appropriate deci-
sion thresholds, the system can flag episodes in which the likelihood of control loss becomes
non-negligible. A complementary ingredient of the approach is explainable AI (XAI) [1, 6],
which is essential for making the RL model’s behavior transparent and for establishing trust
in its outputs — especially in applications involving anomalous usage or emergent behavioral
addictions, where model decisions may directly affect a person’s psycho-emotional well-being.

Missed detections (false negatives) are particularly consequential: failing to recognize a loss-
of-control event can lead to substantial harm. Moreover, the very presence of a monitoring
system can induce a perception of external safety, potentially attenuating users’ internal safe-
guards; if the model then fails to intervene when needed, it not only forfeits its protective role
but may amplify the resulting harm due to misplaced reliance.

Symmetrically, false positives carry significant costs for organizations deploying such sys-
tems. Over-triggering on benign behavior can frustrate users, reduce engagement, and erode
trust — ultimately undermining competitiveness and complicating real-world adoption.

For these reasons, XAl plays a central role: it allows developers, users, and independent au-
ditors to understand why a particular trajectory was flagged as risky or anomalous, improving
decisional transparency and enabling calibration to application-specific requirements for sen-
sitivity and specificity. Further gains in interpretability can be obtained with attention-based
mechanisms that automatically surface the most informative segments of the input — across
time or feature dimensions. Visualizing attention weights (e.g., as heatmaps) clarifies which
portions of the trajectory or which state features most influenced the risk estimate, providing
deeper insight into the agent’s decision logic while remaining consistent with the overall model
structure.
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5. CONCLUSION

This work examined a risk-sensitive framework for detecting loss-of-control episodes in dig-
ital settings by integrating partially observable models (POMDP), reinforcement learning, and
risk-aware objectives. We argued that the POMDP formalism is well suited to decision-making
under uncertainty typical of real-world systems in which full state observability is infeasible.

Special emphasis was placed on Conditional Value at Risk (CVaR) as a trajectory-level cri-
terion for downside risk. By quantifying tail losses in worst-case regimes, CVaR introduces a
principled layer of caution, steering policies not only toward maximizing expected returns but
also toward avoiding low-probability, high-impact failures.

We also justified the use of explainable AI (XAI) to expose internal decision pathways, clarify
causal relations, and strengthen trust among end users and operators.

Taken together, the proposed concept supports the development of adaptive intelligent sys-
tems capable of: detecting critical shifts in behavioral patterns, providing explanations of de-
cisions, synthesizing control strategies that remain robust under uncertainty and rare but de-
structive events.

Using both online and offline reinforcement learning yields a flexible foundation for real-
time systems that adapt to environmental changes, accumulate experience, reassess risk pro-
files, and preempt critical outcomes.

While the proposed framework shows promise under controlled conditions, it has not yet
been validated on large-scale, real-world datasets; consequently, its practical robustness re-
mains unproven. We therefore interpret the present results as feasibility evidence rather than
deployment-ready performance, particularly in the presence of distribution shift and opera-
tional constraints.

In future work, we plan to instantiate the framework in concrete domains, such as detecting
critical behavioral states on online platforms and analyzing autonomous agents operating un-
der severe uncertainty. We will also pursue advanced XAI mechanisms that provide multistep
explanations for sequential decisions. Finally, data-driven structural and parametric identifi-
cation of POMDP models from empirical evidence — beyond the scope of this study — will be
addressed to enable practical deployment and validation.
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